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Legislative deficiencies and improvement of security assessment

matters for data cross-border transfer in China
WANG Yongjie, PAN Yali
(School of Law and Humanities, Zhejiang Sci-Tech University, Hangzhou 311199, China)

Abstract: The main matters of the security assessment for China's data cross-border transfers include
the legality, legitimacy, and necessity of the purpose, scope and method of the outbound data transfer, the
size, scope, type and sensitivity of the data, the security capabilities of data processors and overseas
recipients, the risk after data outbound transfers, and the validity of legal documents for data cross-border
transfer., Currently, however, there are issues with the assessment matters, such as unclear definitions of
key terms like purpose, scope and method, the risk of illegal use of data after outbound transfers, the
difficulty in implementing the responsibility for data security protection in legal documents, and the
difficulty in evaluating the data security protection policies of overseas recipients. In response to these
problems, it is necessary to promote the transformation of security assessment towards scenario-based
approaches, establish a full-lifecycle collaborative governance mechanism for data security, create a case
database for outbound data transfers, and introduce third-party assessment institutions.
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