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Research on network security situation awareness scanning

strategy based on Arnold transformation
YUE Wei, ZHANG Huaxiong
(School of Information Science and Technology s Zhejiang Sci-Tech University, Hangzhou 310000, China)

Abstract: Under the condition where the overall receiving and transmitting speed of network security
situation awareness message remains unchanged, an optimizing strategy for network security situation
awareness is proposed to reduce high-frequency and high-intensity perception behavior of the targets in the
same IP or continuous IP address field. Based on the classical Arnold scrambling algorithm, this strategy
combines the characteristics of the continuous IP address field of the public network and takes advantage of
flexible output characteristic of generalized Arnold coefficient matrix to perceive network security situation
in full domain IP address by chaotic scrambling algorithm. This method improves overall perception
efficiency and reduces perception frequency and intensity of targets in the same IP or continuous IP address
field, compared with the perception mode of mainstream random scanning and in-field scanning strategy.

Key words: Arnold transformation; IP address; scrambling scan; network security situation awareness
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