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Research on Mutual Authentication Login Scheme Based on AES and RSA
HUANG Jing » YUE Mengjie
(School of Information science and Technology , Zhejiang Sci-Tech University, Hangzhou 310018, China)

Abstract: In order to prevent user information from being stolen and to improve the security of the
system, we present a secure mutual authentication login scheme based on AES algorithm and RSA
algorithm. The scheme consists of two parts: authentication and encryption. In this scheme, we design a
mutual authentication protocol by combining the symmetric key technology and the public key technology.
The information will first be encrypted by hybrid encryption algorithm and then transfer to each other after
the authentication is passed. This method provides multiple protection for information security. Analysis
and test results show that the scheme can not only encrypt the information, but also authenticate the
identity of the two parties and resist various malicious attacks. Compared with some popular login
schemes, it more conforms to the needs of enterprise management system in terms of speed and cost.
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