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Research on spreading characteristics of mobile ad hoc network

virus under MAC mechanism
XU Qiaoyu, ZHANG Chaoqi » JIANG Lurong
(School of Informatics Science and Technology » Zhejiang Sci-Tech University, Hangzhou 310018, China)

Abstract: In order to further study the spreading characteristics of viruses in mobile ad hoc networks
with  MAC mechanisms and different topologies, a virus spreading model based on topological
characteristics was adopted to simulate and analyze the spreading characteristics of viruses in random
network with the node number of 2000, scale-free network and LEACH network with or without MAC
mechanism. The results show that MAC mechanism can inhibit the speed and scale of virus spreading in
mobile ad hoc networks. The suppression intensity of MAC mechanism is different with various network
topologies. Comparatively speaking, the cluster structure in the network is the most detrimental to the
MAC mechanism inhibition. With the same network environment, scale-free network has the best
security, and LEACH network has the worst security. The research results have guiding significance for
the prevention of virus transmission in mobile ad hoc networks.

Key words: virus spreading; MAC mechanism; random network; scale-free network; LEACH protocol
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