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The Latest Research Progress on Online Code Distribution

of Wireless Sensor Networks
ZHANG Guo ping
(School of Information Science and Technology,
Zhejiang Sci-Tech University, Hangzhou 310018, China)

Abstract: Online code distribution of WSNs (wireless sensor networks) is an important means to
expand WSNs application life cycle. It is a process of re-assigning long-distance tasks, updating node
software and re-configuring network functions after sensor networks complete deployment the first time.
Existing online code distribution researches can be roughly classified into three types: the transmitting
object optimization algorithm with the purpose of reducing the data package and improving energy
consumption effectiveness; security authentication algorithm based on asymmetrical secret key cryptograph
with the purpose of enhancing code distribution security; security authentication algorithm based on
symmetric key with the purpose of enhancing code distribution security. It is found through comparison
that in existing researches, code distribution algorithm based on efficient network code can well reduce
communication load. Although security authentication scheme based on symmetric cryptosystem costs
highly in calculation and storage, it can greatly enhance code distribution security. So, it is a mainstream
method to boost code distribution security. Finally, this paper summarizes the following defects of existing
code distribution algorithms: centralized-type, lack of quantitative analysis and anti-DoS (Denial of
Service) attack. Besides, this paper provides suggestions on further studying these problems.

Key words: wireless sensor networks; code distribution; security authentication; reprogramming
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