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FRAN AW 5 A9 A R 8] R 5E W0 s <<saml: Subject™ T 2 HIR i IR A UEXS R B9 A A5 B 5 <saml:
AuthenticationStatement {5 T AU 7 2 IATERF ] L 22 408 45 N A ; <Wsaml: AuthnContext > % T %
R AR A5 B
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<Csaml; Assertion xmlns;saml= urn:oasis:names:tc; SAML:2. 0;assertion

Version="2. 0" Issuelnstant="2010—05—20 T 12.:00.:00Z" >

<Csaml; Conditions NotBefore="2010—05—15 T 12:00:002"

NotOnOrAfter="2010—22—15 T 12:10.:00Z2">

</saml; Conditions>>

<Csaml; AuthenticationStatement AuthenticationMethod="password"

AuthenticationInstant="2010—05—20 T 12:00:00-+01,:00">

<Csaml; Subject™>

<Csaml:NamelD Format="urn: oasis: names: tc: SAML: 1. 1: nameid — format: emailAddress" > j.

smith@acme. org
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</saml; NamelD>

<Csaml; SubjectConfirmation™

< saml; Nameldentifier >

< SecurityDomain>

"www. vtest. com"

</SecurityDomain>>

<Csaml: NamelD format="urn:oasis: names: tc: SAML: 2. 0:nameid—format: persistent" >

JYGH5F901

</saml; NamelD>

<Csaml ; SubjectConfirmationDate™>

Securitykeyword =X, 509 V3

</saml; SubjectConfirmationDate™>

<Csaml:RequesteAuthnContext™>

<Csaml: AuthnContext™>

<Csaml: AuthnStatement Authnlnstant="2010—05—20 T12:00.00Z"

Sessionlndex="67775277772">

</saml; AuthnStatement >

<Csaml; AuthnContextClassRef >

urn:oasis:names: tc: SAML:2. 0:ac:classes: PasswordProtected Transport

</saml: AuthnContextClassRef >

</saml; AuthnContext>>

</saml:RequesteAuthnContext >

</saml; Nameldentifier >

</saml; SubjectConfirmation™

</saml: Subject™

</saml: AuthenticationStatement >

</saml; Assertion>

SAML 447 B F LG SR W 7 AR SN FE A 8 1 21 1 A0 AR “ W7 75 7 09 XML S5 48 3474
I, SAML B 5 2 SCACH BT 7 B BN AR 40 A F 5 58, ik f SAML &2 2 55 5 2. 3% 51 SOAP
THE P T TEE 4 3 SOAP L5 7R WS-security MUTEAYA L . HER SN fizs

< SOAP—ENV : Envelope

xmlns: SOAP—ENV="http://schemas. xmlsoap. org/soap/envelope"

xmlns: S="http://www. w3. org/2001/12/soap—envolope"

xmlns:wsse="http://schemas. xmlsoap. org/ws/2002/07/secext" >

<SOAP—ENV: Header>

< Security actor="http://www. vtest. com" mustUnderstand="1">

< BinarySecurityToken Id="X. 509 V3" EncodingType="UTF—8&"

ValueType="wsse: X, 509 V3" >

<Cauth—constraint >

<Zdescription™>Roles who have access. <_/description>

<Zrole—name> atlantis <'/role—name>

</auth—constraint>

< Security—constraint >

<login— config>
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<Zauth—method>CLIENT—CERT< /auth—method>
<realm—name>myrealm<_/realm—name>

</login— config>

<security—role>

<description>>These are the roles who have access</description>
<Crole—name>> atlantis </role—name>>
</security—role>

< wsse; Security >

<Csaml: Assertion MajorVersion="1" MinorVersion="0"
Assertion]D="SecurityToken—ef375268"
Issuer="CompanyX"

Issuelnstant="2010—05—20 T 12.:00:00+01:00"

xmlns:saml="urn:oasis: names: tc: SAML: 1. 0:assertion" >

</saml; Assertion>

< wsse:; UsernameToken™>vtest</wsse: UsernameToken™>

< wsse: Password Type="wsse:PasswordDigest" >vtest

</wsse; Password >

<wsse: Nonce>]YGH5F901</wsse: Nonce >

</wsse: Security >

</ BinarySecurityToken™>

</ Security—constraint >

</SOAP—ENV; Header>

< /SOAP—ENV :Envelope™>
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A W TC A B0 UEBAAN 5 | T 28 APk A TG A RN ORI 22 A M4 R A TR, SAML 22 42 W 35 140 fif o
THRHSEREE b anfar RO B 347 BT AR MEAL IR R i i SAML W5 B B 0y IS, P st g i ik — >
BT B S0 UF DGR A TSR I FLRB S AE T 2R ALY Web JIR 45 501 B 22 [8] JC B 5 it L DATESZ A P ]
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Research on the Secure Model of Service-Oriented
Archtecture Based on SAML

XIE Yukai, ZHOU Li
(School of Economics and Management, Zhejing Sci-Tech University, Hangzhou 310018, China)

Abstract: In order to solve the safety vulnerability problems of the mainstream SOA Security frame-
work based on the WS-security, ensure the security of service in the service oriented architecture, the au-
thor put forward the secure model of service oriented archtecture framework based on the security assertion
markup language, mainly focusing on the network layer and service layer security to build the SOA securi-
ty solution, specifically through encapsulating the secutiry assertion into the SAML assertion statement,
creating SAML secure statement and promising the secure of SAML authentication for the service provider
to ensure the security of web services in SOA and achieve the user’s single sign on. etc.

Key words: service-oriented architecture model of security; security assertion markup language; single
sign on
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